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Abstract Anomaly detection for time-series denotes the detection and analysis of abnormal and
unusual patterns, trends and features. Automatic methods sometimes fail to detect anomalies that are
subtle, fuzzy or uncertain, while visual analysis can overcome this challenge by integrating the
capability of human users and data mining approaches through visual representations of the data and
visual interface. In this paper, we identify the challenges of anomaly detection, and describe the
existing works of visual analysis along two categories: types of anomalies (attributes, topologies and
hybrids), and anomaly detection means (direct projection, clustering and machine learning). We

highlight future research directions.
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(b) Visual analysis for anomaly detecion in business data
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(c) Visual analysis for anomaly detection in multivariate data

Visual analysis for anomaly detection in time-series on attribute
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(a) Visual analysis for anomaly detection in sensor data (b) Visual analysis for anomaly detection in network data
Fig. 2 Visual analysis for anomaly detection in time-series on topology
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(b) Visual analysis for anomaly detection in social media

Fig. 3 Visual analysis for anomaly detection in time-series on hybridize
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Table 1 Classification of Anomaly and Relevant Visual Analysis Tasks in Visualization Forms
F1 RESEMEXNTRSFTESUARTRRE
Type References Data Visualization Forms
Ref [21] Sensor Data 3D, physical map, parallel coordinates, scatter plot, histogram

Ref [22,27-28] Social Media

Ref [25,29,39,45-46,48] Network Traffic

physical map, tag cloud, glyph
3D, physical map, histogram, matrix, glyph, small multiples,

Line chart, stacked chart

Ref [30] Business Data Chord diagram
Attribute . . .
Glyph, small multiples, volume map. line chart,
Ref [31,50] Traffic Data
Histogram., scatter plot
Ref [42] Weather Data Boxplots
Ref [49,52] Line chart, tree map
Ref [51] Temperature Data Line chart, volume map
Ref [23] Sensor Data Node-link diagram, line chart
Topology Ref [26,33] Network Traffic Node-link diagram, circle packing, line chart
Ref [32] Firewall Policy
Ref [17-18] Social Media Glpyh, flow, node-link diagram, heatmap
Hybridize Ref [35] Network Management Node-link diagram, line chart

Ref [56] Traffic Data

Histogram, volume map., line chart
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Table 2 Classification of Anomaly Detection Methods and Relevant Visual Analysis Tasks in Visualization Forms

R2 REANFESENBEXINTRSIRESUARTRRIE

Type References Data Visualization forms
Ref [22,48] Social Media Glyph
Direet Ref [26,29,31,33.39,45-46] Network Traffic Glyph, small multiples,3D, line chart, stacked chart,
Node-link diagram, circle packing
Projection Ref [42] Weather Data Boxplots
Ref [56] Traffic Data Physical map, line chart, volume map, histogram
Ref [ 23] Sensor Data Node-link diagram, line chart
Ref [27] Social Media Physical map, tag cloud
Ref [30] Business Data Chord diagram
Clustering Ref [35] Network Management Node-link diagram, line chart
Ref [49,52] Line chart, tree map
Ref [50] Traffic Data Scatter plot
Ref [51] Temperature Data Line chart, volume map
Machine Ref [17-18] Social Media Glyph, flow map. heatmap. node-link diagram
Learning Ref [21] Sensor Data 3D, physical map, parallel coordinates, scatter plot, histogram
Ref [25] Network Traffic Physical map, histogram,matrix
Others Ref [ 28] Social Media Physical map
Ref [32] Firewall Policy
Table 3 Classification of Relevant Papers
R3I MEXTESE
Type Direct Projection Clustering Machine Learning Others
Attribute Ref [22,29,31,42,45-46,48] Ref [27,30,49-52]] Ref [21] Ref [25-28]
Topology Ref [26-33] Ref [23] Ref [32]
Hybridize Ref [56] Ref [35] Ref [17-18]
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